PRIVACY NOTICE
Introduction
Ekolot Aerospace & Defense is committed to protecting the privacy of individuals and complying with applicable laws and regulations regarding the protection of personal data. We want you to feel comfortable with how we collect, process, protect, and share your personal data. This Privacy Notice details the types of personal data we collect, how we use it, with whom we share it, and how you can control its use.
This Privacy Notice applies to the main processing of personal data carried out by Ekolot Aerospace & Defense. Information regarding specific processing or tools may be detailed in a specific privacy notice.
What is personal data?
Personal data is information that can be used to identify a person directly or indirectly. It includes information such as name, contact details, identification numbers, financial data, location data, or online identifiers. 
What personal data do we use?
Depending on the nature of your relationship with Ekolot Aerospace & Defense, we collect, use, and process the following categories of personal data:
· Identification data, when someone fills out the "Contact" form on our website, such as first name(s), last name(s), contact details (postal address, email address, phone number(s)).
· Technical data: possible IP addresses or browser data, if you use web analytics or cookies. 
We may collect this personal data:
· directly from you when you fill out a form and provide us with such information, and/or 
· indirectly through the organization you work for, if necessary for one of the purposes listed below, or from publicly available information.
What are the purposes of processing your personal data?
Ekolot Aerospace & Defense may process your personal data for the following purposes: 
1. Web browsers/Administration
· We may use your personal data for administrative purposes, including to help us better understand how our customers, suppliers, and third parties access and use our websites; to provide reports to tential partners, service providers, regulators, and others; to implement and maintain security, anti-hacking, fraud prevention, and other services designed to protect our customers, partners, and ourselves; and to enforce our policies, directives, and processes.
2. Communication 
· We may use your personal data to communicate with you, including responding to requests for assistance. We may communicate with you in a variety of ways, including email and through your social media accounts if you have agreed to this, and/or text messages.
· We may use your personal data for our internal and external communications, for event management (conferences, trade shows, seminars, and air shows).
3. Development of Ekolot Aerospace & Defense's business activities and customer services
· We may use your personal data for Ekolot Aerospace & Defense sales and customer service activities, including customer relationship management, technical support, or other similar purposes, and to create and maintain customer accounts.
· We may process your personal data in connection with Ekolot Aerospace & Defense's procurement activities, such as contracts for new products or services and supplier management.
· We may process your personal data in connection with Ekolot Aerospace & Defense's public affairs and/or intellectual property rights management, as well as guest travel management. 
4. Research and development 
· We may use your personal data for research and development purposes, including public funding applications, improving our websites, applications, services, and customer experience, and for other research and analysis purposes dedicated to improving our products, services, business, operations, and processes.
5. To comply with legal obligations
· We may use your personal data to comply with applicable legal obligations, including responding to an order from an authority or court or to discovery requests, and to comply with export control and sanctions requirements.
6. To protect ourselves and others
· When we believe it is necessary to investigate, prevent, or take action regarding illegal activities, suspected fraud, situations involving potential threats to the safety of any person, or violations of policies, terms, and other policies. 
We will only use your personal data for the purposes mentioned above, unless we reasonably believe that we need to use it for another reason and that reason is compatible with the original purpose (for example, to preserve specific evidence or in the context of legal statutes of limitations). If we need to use your personal data for an unrelated purpose, we will notify you before processing such data and provide you with relevant privacy information.
What is the legal basis for processing your personal data? 
Subject to applicable law, we process your personal data on the following legal basis:
1. To comply with contractual obligations. When you subscribe to a specific service through a website, the purposes of processing your personal data are mainly determined by that service, and we will process your information in order to provide you with that service. 
2. As a result of your consent. When you have given your consent for us to process your personal data in relation to certain services, you may withdraw it at any time. To do so, follow the instructions indicated in the corresponding process or contact us at info@ekolot-ad.com.
3. In the context of a legitimate interest. On occasion, taking into account the minimal impact on your privacy, the processing of your personal data may be necessary:
· For the administration, management, and execution of our business relationship, including accounting, auditing, and contract execution.
· For the analysis and optimization of our websites.
· To ensure IT security (detecting security threats, fraud, or other malicious or criminal activities) and the IT operations of Ekolot Aerospace & Defense. To ensure the safety of Ekolot Aerospace & Defense's facilities and personnel. 
· For the prevention and investigation of criminal acts.
· For communication purposes to keep you up to date with the latest information about our services, solutions, and/or business activities, events, marketing campaigns, market analysis, or other promotional activities, as well as t ly analyze and improve the quality of our services and our communication with you.
· To monitor compliance with our policies and standards.
4. Based on the legal obligations of Ekolot Aerospace & Defense or in the public interest. Ekolot Aerospace & Defense, like any other company, is subject to legal and regulatory obligations. In some cases, the processing of your personal data will be necessary for Ekolot Aerospace & Defense to comply with these legal obligations.
Who will receive your personal data?
Subject to applicable law, we may disclose your personal data to the following recipients, as necessary:
· Ekolot Aerospace & Defense and its affiliates;
· Authorized persons working for or on behalf of Ekolot Aerospace & Defense, including our agents, service providers, and advisors who provide the variety of products and services we need (including IT services, procurement, communication, regulatory compliance, security, and training);
· Ekolot Aerospace & Defense's business partners who support our operational activities, including institutions for recruitment processes, law firms, auditors, consultants, insurance companies, and/or flight schools
· Ekolot Aerospace & Defense customers;
· Other authorized third parties in connection with any merger, reorganization, sale of Ekolot Aerospace & Defense assets, or financing or acquisition of our business by another company;
· Law enforcement or authorities when necessary to comply with applicable law.
Is your personal data transferred abroad? 
Except for Ekolot Aerospace & Defense subsidiaries operating outside the European Economic Area or the United Kingdom, your personal data will generally be processed within the European Economic Area and the United Kingdom. On occasion, personal data may be transferred to a third country. 
We may share your personal data within Ekolot Aerospace & Defense. Any transfers between group entities for the purposes of day-to-day business operations and internal organization will be made in accordance with applicable security and compliance measures.
Binding Corporate Rules include contractual protections to ensure that your personal data receives an adequate level of protection regardless of where it is transferred within Ekolot Aerospace & Defense.
In addition, we may share some personal data with third parties located outside the European Economic Area and the United Kingdom. We always take steps to ensure that any transfer of information is carefully managed to protect your privacy rights:
· We will only transfer personal data to countries that are recognized as offering an adequate level of legal protection or where we are satisfied that measures are in place to protect your privacy rights.
· transfers to service providers and other third parties will be protected by contractual commitments (such as standard contractual clauses approved by the European Commission) or other legally acceptable mechanisms that ensure an adequate level of protection, and
· Any requests for personal data information that we receive from law enforcement or regulatory agencies will be carefully reviewed before we disclose any personal data.
We may also collect and process personal data in third countries, in accordance with local personal data protection laws and regulations and as detailed in a specific privacy notice. 
If you have any questions about transfers, please contact us (info@ekolot-ad.com ) for further details.
How long will your personal data be retained?
We retain your personal data for as long as is reasonably necessary for the purposes for which it was collected. In some circumstances, we may retain your personal information for longer periods than necessary for those purposes, such as when we are required to do so in accordance with legal, regulatory, tax, or accounting requirements.
In the case of newsletters, we will process your personal data until you unsubscribe.
What about the security of your personal data?
We use technical and organizational security measures to protect the personal data we control against accidental or intentional manipulation, loss, destruction, and access by unauthorized persons. Our security procedures are continuously improved as new technologies become available.
What are your rights?
You can exercise your personal data protection rights at any time, as listed below, by contacting us at info@ekolot-ad.com:
· Right to access/obtain a detailed report of the information held about you: You have the right to obtain confirmation as to whether Ekolot Aerospace & Defense is processing your personal data and, if so, what specific personal data is being processed.
· Right to rectify personal data: you have the right to modify any inaccurate personal data concerning you. 
· Right to be forgotten:  In some cases, for example, when personal data is no longer necessary in relation to the purposes for which it was collected, you have the right to have your personal data deleted. 
· Right to restrict the processing of your personal data: You have the right to restrict the processing of your personal data by Ekolot Aerospace & Defense, for example, when the processing is unlawful and you oppose the erasure of your personal data. In such cases, your personal data will only be processed with your consent or for the exercise or defense of legal claims. 
· Right to data portability: In certain circumstances provided for by law, you have the right to receive the personal data concerning you in a structured, commonly used, and machine-readable format, and/or to transmit it to another data controller. 
· Right to object: in certain cases defined by law, you may ask us to stop processing your personal data. 
· Right to withdraw consent: Where your consent is required, you may withdraw it at any time. However, please note that if you withdraw your consent, you may not be able to access and use certain information, features, or services. 
How to exercise your rights?
If you wish to exercise your rights, if you are dissatisfied with the way your personal data has been processed, or if you have any questions about the processing of your personal data, please contact the data protection officer at Ekolot Aerospace & Defense at the following email address: info@ekolot-ad.com.
Do we use automated decision-making?
As a matter of principle, we do not use fully automated decision-making processes, including profiling.
Should this change in the future, you will be informed in advance and clearly.
How to request assistance from the competent authorities? 
If you are not satisfied with our response or believe that your rights have not been respected, you have the right to contact a data protection supervisory authority in your country of residence directly.
Below is a list of some data protection authorities in relevant jurisdictions:
FRANCE: CNIL: French supervisory authority
MEXICO: INAI – National Institute for Transparency, Access to Information, and Protection of Personal Data
GERMANY: Each federal state has its own data protection authority, which can be found at the following link: https://www.bfdi.bund.de/DE/Infothek/Anschriften_Links/anschriften_links-node.html
SPAIN:   AEPD: Spanish supervisory authority
UNITED KINGDOM: ICO: UK supervisory authority
Additional notice 
California residents (CCPA)
In accordance with the California Consumer Privacy Act of 2018 (CCPA):
· We do not sell your personal information to third parties.
· We will not sell it to third parties unless expressly stated in a specific privacy notice.
· We do not discriminate against California residents who exercise their rights under the CCPA.
To exercise your privacy rights under the CCPA, you may contact us at info@ekolot-ad.com.
For residents in China
We may transfer your personal information to other entities within or outside of China when necessary for the provision of our services or for other legitimate reasons.
We will comply with applicable obligations and requirements under the Chinese Personal Information Protection Law (PIPL), including the management of cross-border transfers of personal information.
Modification of the privacy notice
Ekolot Aerospace & Defense may update this Privacy Notice when necessary to reflect changes in our practices, services, or legal requirements.
In the event of substantial changes in the way we process your personal data, you will be notified in a timely manner.
Effective Date
This Privacy Notice is effective as of 2025.
Last updated: 2025.
